MAMSITKA JUISI OBYYAIOILUXCS Ob THOOPMAITMOHHOM
BE3OIIACHOCTHU JETEU
HEJIb351

1.Bcem moapsi coodmiath CBOIO YacTHYIO HH(GOPMAIHIO (HACTOSIIUE UMs, (PaMUIIHIO, TeIe(OH,
azipec, HOMep LIKOJIBI, a TaKkke (poTorpaduu CBOU, CBOCH CEMbH H Ipy3ei);

2.OTKpBIBaTh BJIOKEHHBIE (Pailyibl 3JIEKTPOHHOM MOYTHI, KOT'/1a HE 3HACIIb OTIPAaBUTEIIS;
3.I'pyOuts, mpuauparbces, OKa3bIBaTh TABICHUE - BECTH Ce0S HEBEKIIMBO U arpecCUBHO;

4.He pacnopsikaiicst JeHbIaMu TBOEHM ceMbU 0€3 pa3pelleHtsl CTaplluX - BCEr/a ClpalirBai
poauTeneu;

5.He BcTpeualica ¢ IHTepHET-3HAKOMBIMHU B PEaJIbHOM KU3HU - IIOCOBETYICS CO B3POCIIBIM,
KOTOpOMY JI0BEpSiEIIb.

OCTOPOXKHO
1.He Bce numryt npasay. Yuraens o cedbe HenpaBay B MIHTepHeTe - cooOuiy 06 3ToM CBOUM
POJUTENSIM UITU OTIEKYHAM;
2 Ilpurnamaror nepenuchiBaThCs, UTPaTh, 0OOMEHUBATHCS - IPOBEPD, HET JIM MOJIBOXA,;
3.HezakonHoe xonupoBanue (aiisioB B IHTepHETE - BOPOBCTBO;
4.Bceraa paccka3piBail B3pOCIBIM O TIPOOIeMax B CETH - OHU BCET/a IIOMOTYT;
5.Mcnonb3yit HacTpoiiku 6€30M1aCHOCTH U IPUBATHOCTH, YTOOBI HE MOTEPATH CBOM aKKayHTHI B
COIICETSAX U IPYTUX MOopTayax.

MOKHO
1. YBaxkail Ipyrux MoJjb30BaTelei;
2.Ilonp3yembess MTHTEpHET-UCTOYHUKOM - JIEJIal CCBUIKY Ha HETO;
3.OTKpbIBail TOJIBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;
4.001IaThCs 3a MOMOILBIO B3POCIIBIM - POJIUTENH, ONEKYHBI U aIMUHHUCTPAIUS CAUTOB BCEria
IIOMOTYT;
5.IIpoiian oOyuenue Ha caiiTe "CeTeBUUOK" M MOJIydd MacmopT MUGPOBOTO Tpak1aHnHA!
Ilpunosxcenue N 2

NHOOPMAILIMOHHAS ITAMATKA JIJISI ObYHAIOIIUXCA JJIS1 PASMEIIEHM A HA

OOUILIUAJIBHBIX UHTEPHET-PECYPCAX
C KaXJ(pIM I0JJOM MOJIOJECKH B HHTEPHETE CTAHOBUTHCS OOJIBIIE, A IIKOJBHUKU OJHU U3 CaMbIX
aKTUBHBIX I0JIb30BarTene Pynera. Mexnay TeM, MOMMMO OTPOMHOTO KOJIMYECTBA
BO3MO’KHOCTEH, MHTEpHET HECeT U Npo0eMbl. DTa namsTKa JJ0JDKHA IIOMOYb Tebe 6e3011acHO
HaXOJUTHCS B CETH.

KoMunbrTepHbIe BUPYCHI

KomnbroTepHblit BUPYC - 3TO Pa3HOBUHOCTb KOMIIBIOTEPHBIX IPOTPaMM, OTIIMYUTEIbHON
0COOEHHOCTBIO KOTOPOH SBIISIETCSA CHOCOOHOCTh K pa3MHOXKEHHIO. B nononHeHue k 3tomy,
BHUPYCBI MOTYT IMOBPEIUTH UM MOJHOCTHIO YHUUTOKUTH BCe (ailiibl U JaHHbIE,
MIOJIKOHTPOJIBHBIE M10JIb30BATENI0, OT UMEHU KOTOPOIo OblIa 3alyllieHa 3apakeHHas IporpaMma,
a TakKe MOBPEIUTh WIH JaKe YHUUYTOXKHUTh ONEPALlMOHHYIO CUCTEMY CO BceMHU (paitinamu B
1esioM. B G0JIbIIMHCTBE CilydaeB pacpoOCTPAaHSIOTCS BUPYChl Yepe3 HHTEPHET.

MeTo 1l 3aIUTEl OT BPEJOHOCHBIX MPOTPaMM:

1.Mcnionp3yil COBpeMEHHBIE ONIEPALIUOHHBIE CUCTEMBI, UMEIOLINE CEPHE3HBIM YPOBEHD 3aIUTHI OT
BPEIOHOCHBIX MTPOTPaMM;

2 IlocrostHHO ycTaHaBnMBai mauTH (LU(POBBIE 3aIUIATKH, KOTOPbIE aBTOMATUYECKU
YCTaHaBIIMBAIOTCS C LEJbI0 JOPaOOTKU MPOTpaMMbl) U Apyrue 0OOHOBIICHHSI CBOEH
olepanroHHOM cucteMbl. CkaunBail X TOJBKO ¢ oduimanbHoro caifra paspadborunka OC. Ecnu
CYIIECTBYET PEXKHM aBTOMAaTHUYECKOT0 OOHOBJICHUS, BKIIIOYH €T0;

3.Pabotaii Ha cBoeM KOMITBIOTEpPE O/ [TpaBaMHU MOJIb30BATENs, @ HE aIMUHUCTpaTopa. ITO HE
MO3BOJIUT OOJIBIIMHCTBY BPEOHOCHBIX MPOrPaMM HHCTAJUIMPOBATHCS HAa TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE;



4.Mcnosib3yli aHTUBUPYCHBIE IIPOIPAMMHBIE IPOAYKTHI U3BECTHBIX IIPOU3BOIUTENEH, C
aBTOMATHUYECKUM OOHOBIIEHHEM 0a3;

5.0rpannyb (GU3UUECKUH TOCTYI K KOMIIBIOTEPY JJIsl IOCTOPOHHUX JIHII;

6.Vlcrionp3yit BHEIIHIE HOCUTENIN MH(POPMALIUH, TaKKe Kak (ienika, 1ucK win ¢aiin u3
HMHTEPHETA, TOJIBKO U3 IPOBEPEHHBIX UCTOYHHUKOB;

7.He oTkpbIBali KOMIBIOTEPHBIE (ailiibl, IOJyYEHHBIE U3 HEHAJIE)KHBIX HCTOYHUKOB. [laxe Te
(aiisel, KOTOpPBIE MPHUCIIAT TBOM 3HAKOMBIN. JlydIlie yToOuHU Y HEro, OTHPABJISUI JIU OH TeOe HX.

Cetu WI-FI

Wi-Fi - 310 He BU HIepeiaun JaHHBIX, HE TEXHOJIOTHsI, @ BCEro JIHIb OpeH 1, mapka. Eme B 1991
roJly HUjepiaHcKkas komnanus 3aperucrpuponaia opens "WECA", yro o0o3Havano
cnoBocouetanue "Wireless Fidelity", koTopsiii mepeBoUTCS Kak "OeCpoBOHAS TOUHOCTH".
Jlo Hamero BpeMeHH Aoluia aqpyras abopeBuarypa, KoTopast sSBISIETCS TAKOH K€ TEXHOJIOTHEH.
Ot1o ab0peBuarypa "Wi-Fi". Takoe HazBaHue ObUIO JAHO ¢ HAMEKOM Ha CTaHJIAPT BBICIIEH
3BykoBoi TexHuku Hi-Fi, uTo B mepeBosie o3HavaeT "BpICOKasi TOUHOCTH'.

Ja, GecTutaTHBIM HHTEPHET-A0CTYI B Kade, OTEIIX U adpOoTopTax SABISETCS OTIHIHOM
BO3MOYHOCTBIO BBIXO/Ia B UHTEpHET. HO MHOTHE 3KCTIEPTHI CYMTAIOT, YTO 00MEA0CTyITHbIE Wi-
Fi cetu He sBisitoTCsS G€30MIaCHBIMHU.

CoBeTbl 10 6€30MacHOCTH paboTHI B 00MIeI0CTYMHBIX ceTsax Wi-fi:

1.He nepenasaii cBoro nuuHyto nHpopMauio yepes oduienoctynssie Wi-Fi cetu. Paboras B
HUX, KeJIaTeIbHO HE BBOJUTH MAPOJIH JIOCTYIIA, JIOTHHBI U KaKHe-TO HOMEPA;

2.Wcrionb3yit 1 OGHOBIIAN aHTUBUPYCHBIE IPOrpaMMBbl U OpaHaMayep. Tem cambIM Thl
obe3omacuirb ce0st OT 3aKauKH BUPYyCa Ha TBOE YCTPONCTBO;

3.I1pu ucnonws3zoBanuu Wi-Fi otkmroun dyakiuio "OO0muit qoctyn K daiinaM u mpuHTepam’.
JanHast yHKIHMS 3aKpbITa 10 YMOJYAHUIO, OJTHAKO HEKOTOPbIE MOJIh30BATENIN aKTUBUPYIOT €€
Tt ynoOCTBa MCTOJIb30BaHuUs B paboTe min yaebe;

4. He ucnons3yi nmyonuunsiii WI-FI aiis nepegaun mTuvHBIX TaHHBIX, HAIPUMED VTS BBIXO/1A B
COLIMAJIbHBIE CETH WU B 3JIEKTPOHHYIO MOYTY;

5.Mcnionb3yi Tosbko 3amuiernHoe coeauHenne uepe3 HTTPS, a ue HTTP, 1.e. mpu mabope BeO-
aapeca BBoAW UMeHHO "https://";

6.B MmoouneHOM Tenedone otkmoun Gynkmnuto "Tloakmrouenune k Wi-Fi aBromarnuecku". He
JIOTTyCKall aBTOMAaTUYECKOT0 MOJKII0UeHUs ycTpoiicTBa k cetsiM Wi-Fi 6e3 TBoero cornacusi.

CounuajbHbIe CeTH

CoumanbHbIE CETH aKTUBHO BXOJST B HAIILY )KM3Hb, MHOTHE JIFOJIA PAOOTAIOT U KUBYT TaM
nmocTosiHHO, a B Facebook yke 3apeructpupoBad MIJIITHAP,T YEIOBEK, YTO SBIISCTCS OJHOU
CebMOM BCeX JKUTEJEH TUTaHeThl. MHOTHE MOJIh30BATENM HE IIOHUMAKOT, YTO HHGOpMAIIHS,
pa3MenieHHas MU B COIIMANIbHBIX CETAX, MOKET ObITh HaliJIeHa U UCIIOJIb30BaHa KEM yroJIHO, B
TOM YHCJIe HEe 0053aTeILHO C OJaruiMu HaMEPEHHUSIMHU.

OCHOBHBIE COBETHI 10 OE30MACHOCTH B COLIMAJIBHBIX CETIX:

1.0rpannyb CUCOK Apy3eil. Y TeOs B IPy3bAX HE TOJDKHO OBITH CIIy4alHBIX U HE3HAKOMBIX
JIIOCH;

2 3amumiail cBo 4acTHYIO *kU3Hb. He ykasbiBaii maponu, TenedoHsl, aapeca, 1aTy TBOETO
POXKIIEHUS U IPYTYIO JTHUHYIO HHPOPMAIUIO. 3T0YMBIIUICHHUKH MOTYT HCIIOIh30BaTh JIAXKe
MH(OPMAIIHIO O TOM, KaK Thl ¥ TBOM POJIUTENHN TUTAHUPYETE MPOBECTH KaHUKYJIBI,
3.3amuirail cBo pemyTaluio - IepPKU e B YUCTOTe U 3aJlaBail cebe BOMpOoC: XOTel ObI ThI,
9YTOOBI Jpyrye MOoJIb30BaTEIH BUICIH, YTO ThI 3arpyskaelis? [loagymait, mpexae 4em 4To-To
OMyOMMKOBATh, HAMKICATDh U 3aTPY3UTh;

4.Ecau ThI TOBOPHUIIB C JIIOJIBMU, KOTOPBIX HE 3HACIIb, HE HUCIOJIb3Yil CBOE pEalIbHOE UMS U
JIPYTYIO JIUYHYIO HHPOPMAITHU: UMSI, MECTO JKUTEIIbCTBA, MECTO y4eObl U Tpoyee;
5.136erait pazmenienus Gororpaduii B IuTepHeTe, rie Thl N300pakeH Ha MECTHOCTH, T10
KOTOPOM MOYKHO ONIPEACIIUTH TBOE MECTOIIOJIOKEHUE;



6.I1pu perucrpanuu B COIMAIBHON CETH HEOOXOAMMO HUCIIOIB30BATh CIIOKHBIE TAPOJIH,
cocTosiue U3 OyKB ¥ MUQP U C KOJTUIECTBOM 3HAKOB HE MEHEe §;

7. J171st conpanibHOM CeTH, TOYTHI U IPYTHX CAUTOB HEOOXOIMMO HCIIOJIB30BATh PA3HBIC MAPOJIH.
Torna ecnu Te0st B3IIOMAIOT, TO 3JI0YMBIIUICHHUKH MOJTy4aT JOCTYI TOJIBKO K OTHOMY MECTY, a
HE BO BCE cpasy.

JJIEKTPOHHBbIE IeHbI'H

DNEeKTPOHHBIE ACHBIH - 3TO 0YEHB YAOOHBIN croco0 TuaTekel, 0THAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT HOJYYUTh 3TU ACHBIH.

DNEeKTPOHHBIE IEHBIY MOSBUIMCH COBCEM HEJJABHO U UMEHHO M3-3a 3TOTO BO MHOTHX
rocyznapcTax J0 CUX IOp HE IPOIUCAHO PO HUX B 3aKOHAX.

B Poccun sxe oHM PYHKIIMOHUPYIOT U O HUX yX€ MPONUCAHO B 3aKOHE, IJI€ X pa3/IeisoT Ha
HECKOJIbKO BHJIOB - aHOHUMHbIE M HE aHOHUMHBbIE. Pa3HMIIa B TOM, YTO aHOHUMHBIE - 3TO T€E, B
KOTOPBIX pa3pelaeTcsi IpOBOJUTH ONepaluy 0e3 UIeHTU(PUKALIUU T0JIb30BaTENs, a B
HEAaHOHMMHBIX UACHTU(QUKAIUS T0JIB30BaTEINs ABISETCS 0053aTeIbHOM.

Taxxke cnenyer pa3nuyarh JEKTPOHHbIE (UATHBIE IEHBIU (PaBHBI FOCYIaPCTBEHHBIM BaJIOTaM)
U DJIEKTPOHHbIE HE(PHUATHBIE IEHBI'H (HE paBHbI TOCY1aPCTBEHHBIM BAJIIOTaM ).

OcHOBHBIE COBETHI 110 6€30MacCHOM paboTe ¢ ANEKTPOHHBIMU JEHbIaMU:

1.ITpuBsoku K cueTy MOOUITBHBIN TesteoH. DTo camblil yIOOHBIHN U OBICTPBIN cIOCO0
BOCCTaHOBUTH JIOCTYII K cueTy. [IpuBsi3anHbIil TenedoH NOMOXKET, eciiy 3a0y/ellb CBOH
IJIATEeKHBIN MapoJib WK 3aiJeNIb HA CAUT C HE3HAKOMOTO YCTPOICTBA;

2.Vcnone3yit ogHOpasoBbie mapoiu. [locie nepexoaa Ha yCUIIEHHYIO aBTOPU3AIINIO TEOE y)Ke HE
OyZeT yrpokaTh OMAaCHOCTb Kpa)Ku WJIM NIepexBaTa IJIaTeKHOTO MapoJis;

3.Beibepu cnoxubIil maposs. [IpectymankaM OyneT He MPOCTO yrajaaTh CIOKHBIN apoJb.
HapexHble mapoiu - 3To napoJin, KOTOpbIE COAEPKaT He MEHee 8§ 3HaKOB M BKIIIOUYAIOT B ce0sl
CTPOUHBIE M TPONUCHBIE OYKBBI, IU(PHI K HECKOJIBKO CUMBOJIOB, TAKME KaK 3HaK JOJIIapa,

¢ yHTa, BOCKIMIATeIbHBIN 3HAK | T.1I. Hammpumep, $tROng!;;

4.He BBOZIM CBOM JINYHBIE JAHHBIE HAa caliTaX, KOTOPBIM HE JOBEPsIElIb.

JJIEKTPOHHAS MOYTA

DNEeKTPOHHAs [T0YTA - 3TO TEXHOJIOTHS U MPEJOCTABIISIEMBIE €10 YCIYTH IO EPECHIIKE U
MIOJIyYEHUIO AJIEKTPOHHBIX COOOLICHUM, KOTOPBIE PACTIPEAEISIOTCS B KOMIIBIOTEPHON CETH.
OOBIYHO ANEKTPOHHBIN MOYTOBBIH SIIKK BBITTIIUT CICAYIOIINM 00pa3oM:
UMs_TIOJIb30BaTENsI(@uUMsl_ToMeHa. Takxke KpoMme rnepead mMpocToro TeKCTa, MMEEeTCs
BO3MOXHOCTH TiepeiaBaTh (ailibl.

OCHOBHBIE COBETHI IT0 O€30TaCHOM PadOTEe C MIEKTPOHHOH MOYTOM:

1.Hago Bb1OpaTh npaBUiIbHBIN MOYTOBBIN cepBUC. B MHTepHETE ecTh OrPOMHBII BEIOOD
OecCIJIaTHBIX MOYTOBBIX CEPBUCOB, OJTHAKO JIyUIlle TOBEPSITh TEM, KOTO 3HACIIIb U KTO MEPBBIA B
peUTHHTE;

2.He yka3piBail B TnyHOM nouTe TUUHYIO HHGopMaruio. Hanpumep, maydiie BEIOpaTh
"My3bIKaNbHBIN _(paHat@" wu "pok2013" BmecTo "Temal3";

3.Mcnonp3yi ABYX3TanHyK aBTOPU3ALMIO. DTO KOT1a IOMUMO HapoJis HY’)KHO BBOJIUTH KO/,
IpHUcbUIaeMbli 0 SMS;

4.Bp1Oepu CIOKHBINH apoab. st KaK0ro mo4YToBOTO SIIUKA JOJHKEH OBITH CBOM HAJIEKHBIH,
YCTOWUYMBBIN K B3JIOMY I1apOJIb;

5.Ecnu ecTh BOBMOXHOCTh HAITUCATh CAMOMY CBOW JIMYHBIN BOIIPOC, UCIIONIB3YH 3Ty
BO3MOYHOCTB;

6.Mcnionb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [IepBbIii 7151 4aCTHOM NEPENUCKHU C apecaTaMi,
KOTOPBIM ThI IOBEpsCIb. ITO JIEKTPOHHBIN a/ipec HE HAJ0 MCIOJIb30BATh MIPU PETUCTPALIMHU HA
dopymax u caiitax;

7.He oTkpbIBall ¢aitnnbl u qpyrue BIOKEHUS B MTUChMAX, a)XXe €CIIU OHU MPHIIUTH OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIPABIISUTA JIU OHU TeOe 3TU (haliibl;



g.Ilocne okoHuaHus pabOTHI HA IIOYTOBOM CEPBHUCE MEPE/] 3aKPHITHEM BKJIAIKU C CAUTOM HE
3a0ynb HaXaTh Ha "BeiidTtu".

Ku0epOy/uiMHT MJIM BUPTYAJIbHOE U31€BATEJIbCTBO

KubepOymnuHr - npecienoBaHue COOOIMIEHUIME, COIEPKAIUMHI OCKOPOJICHHS, arpecculo,
3aIyTUBaHKE; XyJIUTAaHCTBO; COIIMATIBbHOE OOMKOTUPOBAHHE C IIOMOIIBIO PA3IMYHBIX HHTEPHET-
CEpBHCOB.

OcHOBHBIE COBETHI 110 O0PHOE ¢ KNOEPOYIITUHIOM:

1.He Gpocaiicst B 60ii. JIyummii crioco0: TOCOBETOBATHCS Kak ce0si BECTH U, €CIIH HET TOTO, K
KOMY MOHO 00paTUThCSl, TO BHaYaJle YCIIOKOUThCS. Ecu Thl HauHelb 0TBEYaTh
OCKOPOJICHUSIMU Ha OCKOPOJICHUS, TO TOJIBKO elle OOJIbIIE Pa3osiOKenlb KOH(IIHKT;
2.YrpaBisii cBoei Kubeppenyranuei;

3. AHOHMUMHOCTb B ceTH MHUMas. CyleCTBYIOT CIIOCOObI BBIICHUTD, KTO CTOUT 3a aHOHUMHBIM
aKKayHTOM;

4.He crout BecTu XynuraHckuii o0pa3 BUpTyaabHOU *ku3HU. IHTepHET QukcupyeT Bce TBOU
JEUCTBUS M COXPAHSET UX. Y AAJUTh UX OyAeT KpailHe 3aTpyTHUTEIBHO;

5.Co0mrof1ait CBOIO BUPTYAIBHYIO Y€CTh CMOJIOJY;

6. UrHopupyit enuHN4HbIN HeratuB. OTHOPA30BbIE OCKOPOUTEIbHBIE COOOIIEHUS JIyUllle
urHopupoBaTh. OObIUHO arpeccus MpeKpalaeTcsl Ha Ha4albHOM CTaIuu;

7.ban arpeccopa. B mporpammax o6MeHa MIHOBEHHBIMH COOOIIEHUSIMU, B COLIMATIBHBIX CETAX
€CTh BO3MOYKHOCTb OJIOKHUPOBKH OTIIPABKU COOOIEHHH C OMpe/IeNIEHHBIX a/IpeCcOB;

8.Ecnu 1 cBUzeTens kubepOysumnra. TBou nefcTBHS: BBICTYIIUTH IPOTUB IIpECiie10BaTeNs,
M0Ka3aTh €My, YTO €ro JAeWCTBUS OIICHUBAIOTCS HETaTUBHO, OIAEPKATh KEPTBY, KOTOPOU
HYXHa [ICUXO0JIOTHYECKask IOMOILb, COOOIUTH B3POCIBIM O (PaKTE arpecCUBHOIO TIOBEACHUS B
CCTH.

MoounabHbINi TeaedoH

CoBpemMeHHbIe cMapT(HOHBI U TJIAHIIETH COAECPKAT B ceO€ BIOJIHE B3POCIBIN (PYHKIIMOHAT, U
Telepb OHU MOT'YT KOHKYPHUPOBATh CO CTAlMOHAPHBIMU KOMITbIOTepamMu. OTHAKO, CPEACTB
3alIUTHI U1 OJJOOHBIX YCTPONCTB MOKa 0YeHb Majio. TecTupoBaHKe U MOKUCK YSI3BUMOCTEH B
HUX IPOUCXOJUT HE TaK HHTEHCUBHO, Kak a1 [1K, To ke camoe kacaercss 1 MOOMIIBHBIX
MPUJIOKEHHUH.

CoBpeMeHHbIe MOOUIIbHBIE Opay3ephl yKe MPaKTHUECKH JOTHAIM HACTOJIbHBIE aHAJIOTH, OJTHAKO
paciupenue (GpyHKIHOHAIA BI€YET 32 COO0M OOJIBIIYIO CIIOKHOCTh U MEHBIIYIO 3aLUILEHHOCTb.
Jlaneko He Bce MPOU3BOAUTEIN BBITYCKAIOT OOHOBJIEHHUS, 3aKPbIBAIOIINE KPUTHYECKHE
YSI3BUMOCTH JJIs1 CBOUX YCTPOMCTB.

OcHOBHBIE COBETHI 1151 0€301aCHOCTH MOOMIIBHOTO TenedoHa:

Huuero He sBisieTcs no-HacrosimeMy O6ecruiaTHeIM. byib 0cTopoxkeH, Beib Korja tede
IpeUIaratoT 6eCIUIaTHbIH KOHTEHT, B HEM MOTYT ObITh CKPBIThI KAKME-TO IJIATHBIE YCIYTH;
Hymaii, npexe ueM otnpaButh SMS, ¢oto uinu Buaeo. Thl TOUHO 3Haellb, e OHU OyyT B
KOHEYHOM uTOre?

Heo0x011M0 0OHOBIIAT ONEPALMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Vcnonb3yit aHTHBUPYCHBIE IPOTPaMMBbI JJ1s1 MOOMJIBHBIX TeNE(OHOB;

He 3arpysxaii mpui10)keHHs OT HEU3BECTHOTO UCTOYHHKA, BEAb OHU MOTYT COIEPkKATh
BPEIOHOCHOE MPOTrpaMMHOE O00ecTIedeHue;

ITocne Toro kak Thl BbIIIEIIb C caiiTa, I'/ie BBOIWI JINYHYIO HH(POPMALIUIO, 3ai111 B HACTPOUKH
Opaysepa u ynanu cookies;

Ileproauuecku NpoBepsAl, KaKUE IUIATHBIE YCIYTH aKTUBUPOBAaHbI HA TBOEM HOMEPE;

JlaBaii cBOif HOMep MOOMIIBHOTO Tene(oHa TOJIBKO JIOASIM, KOTOPBIX Thl 3HACIIb U KOMY
JOBEPSEIID;

Bluetooth nomkeH ObITH BBIKIIIOUEH, KOT/Ia THI UM He MoJib3yenbesi. He 3a0bIBait nHoraa
IIPOBEPSATH ATO.

Online urpsi



CoBpeMeHHbIE OHJIAH-UIPBI - 3TO KPACOUHBIE, 3aXBaThIBAIOIINE PA3BICUEHUS, 00bEIMHAIOINE
COTHH THICSY YEJIOBEK MO BCeMy MHpPY. Irpoku uccaenyroT JaHHBIH UM MHp, OOILIAI0TCS APYT C
JPYroM, BBIIOJIHSAIOT 33/1aHNUs1, CPAXKAOTCSl C MOHCTPAMU U MOJIY4aroT OIBIT. 32 yI0OBOJIbCTBUE
OHH TUIATAT: MOKYNAIOT JHUCK, OIUIAYMBAIOT A00HEMEHT HJIH MPHOOPETAIOT KaKUe-TO OIILINH.
Bce a1 cpeacTBa uayT Ha NOJAEPKAHUE U PA3BUTUE UTPbI, a TAKXKE HA caMy 0€3011aCHOCTD:
COBEPUICHCTBYIOTCSI CUCTEMbI aBTOPU3ALIMH, BBIITYCKAIOTCS HOBbIE NTAT4X (LIU(POBBIE 3aIJIaTKU
JUI IPOrPaMM), 3aKpPBIBAIOTCS YSI3BUMOCTHU CEPBEPOB.

B mo1o0HBIX UTpax CTOUT ONacaThCsl HE CTOJIBKO CBOMX COTIEPHUKOB, CKOJIBKO KPasKH TBOETO
napoJist, Ha KOTOPOM OCHOBaHA CHCTEMa aBTOPHU3AIMH OOJBITHHCTBA UTP.

OcHOBHBIE COBETHI 110 O€30MACHOCTH TBOETO UTPOBOTO aKKAYHTA!

1.Ecnu npyroit urpok BeneT ceds MI0X0 WM cOo3JaeT Tebe HENMPUATHOCTH, 3a0JI0KUPYH €ro B
CIIMCKE UTPOKOB;

2 Iloxanylics aAMUHHCTPATOPaM UIPbl Ha TI0OXOE MMOBEACHUE ITOIO UTPOKA, JKETIATENbHO
MPUJIOKUTH KaKHE-TO J0Ka3aTeIbCTBA B BU/I€ CKPUHOB;

3.He ykaspiBail nmuunyto uHpopmaiuio B podaiine urpsl;

4.YBaxkall Ipyrux y4aCTHUKOB I10 UIPE;

5.He ycranaBiuBaii HeounaabHbIE TATYU U MOJIBL;

6.Mlcnionb3y# CIOKHBIE U Pa3HbIE ITAPOJIH;

7. J1laxke BO BpeMst UTPbl HE CTOUT OTKJIIOYaTh aHTUBUPYC. [loka Thl Urpaelib, TBON KOMIIbIOTED
MOTYT 3apa3HTh.

OUINMHT WA Kpaika JUYHbIX JaHHbIX

OOBIYHOM KpaXkel JICHeT U JIOKYMEHTOB CETOHS YK€ HUKOTO HE YAUBHIIb, HO C Pa3BUTHEM
WHTEPHET-TEXHOJIOTHH 3JI0YMBIIIJICHHUKH MTEPEMECTHIINCHh B UHTEPHET, M MTPOJA0IDKAIOT
3aHUMAaTHCS "ITFOOUMBIM" HETOM.

Tak mosiBMIIack HOBast yrpo3a: HHTEPHET-MOIICHHUYECTBA WIA (DUILIUHT, TJIaBHAS Ie]Tb KOTOPOTO
COCTOHT B MOJIy4YCHUH KOH(PHUICHIIMATHHBIX JAHHBIX ITOJIB30BaTEICH - JOTHHOB | napoJieii. Ha
AHTJIMICKOM si3bIKe phishing ynTaetcs kak ¢umuHr (0T fishing - peiOHas 0B, password -
1apoJib).

OCHOBHBIE COBETHI 110 OOPHOE C PUITHMHTOM:

1.Cnemu 3a cBOMM akkayHTOM. Eciu ThI OZ103peBaelib, YTO TBOSI aHKETa ObLIa B3JIOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ ¥ COOOIIUTh aJ]MHHUCTPATOPAM pecypca 00 3TOM KaK MOKHO
cKopee;

2. Micnonp3yit 6e3onacHble BeO-CallThl, B TOM YHCIIE, HHTEPHET-Mara3uHOB U TIOUCKOBBIX CUCTEM;
3.Mcnonp3yit croxHbie U pa3Hble mapoin. Takum o0pa3oM, eciu TeOst B3JIIOMAIOT, TO
3JI0YMBINIJICHHUKH TIOJTYYaT JOCTYI TOJIBKO K OJTHOMY TBOEMY MPO(DUIIIO B CETH, a HE KO BCEM;
4.Ecnu Te0s1 B37I0MaNH, TO HEOOXOAMMO TPEAYIPEIUTh BCEX CBOUX 3HAKOMBIX, KOTOPBIC
no0aBIieHBI y TEOs B APY3bSX, O TOM, YTO T€OsI B3JIOMAII M, BO3MOXXHO, OT TBOETO UMEHH Oy/IeT
pacchuIaThCs CIIaM M CChUIKH Ha (DUITUHTOBBIC CAUTHI;

5.YcraHoBu HanexHbIi maposib (PIN) Ha MoOMIbHEIN TenedoH;

6. OTKJIFOUM COXpaHEHUE MMapoJisl B Opaysepe;

7.He oTkpbIBait Gaiisipl ¥ Jpyrue BIOKEHHS B MUChMAX, Ja)Ke €CIM OHH MPHIILIA OT TBOUX
npy3eit. Jlydine yTouHu y HUX, OTIPABISUIA U OHU TeOe 3Tu (paitibl.

Hugposas penyrauus
[Mudposas pemyranus - 3T0 HEraTUBHAs WM MO3UTHBHAS HH(OPMAIU B CETH O Tebe.
Komnpomerupyromas nHpopmaius, pa3mMelieHHas B UHTEPHETE, MOXKET Cephe3HbIM 00pa3oM
OTpa3uThcs Ha TBOEH peanbHOM xu3Hu. "Lludpoas pemyraus" - 370 TBOI UMUK, KOTOPBIN
¢bopmupyercst u3 nHGopMauK o Tede B UHTEPHETE.
TBoe MecTo KXUTEIbCTBA, yueObl, TBOE (PMHAHCOBOE MOJIOKEHUE, 0COOEHHOCTH XapakTepa U
pacckasbl 0 OJIM3KUX - BCE 9TO HAKAIUIMBAETCS B CETH.



MHoOr#e moIpoCTKH JIETKOMBICIIEHHO OTHOCATCS K IMMyOIMKaluy JIMYHON HH(pOpMaIiy B
NHTtepHere, He TOHMMAas BO3MOXKHBIX ITOCIIEACTBUNA. ThI Jake HE CMOXKEIb 10raaThCs O TOM,
4To (oTorpadusi, paMemieHHas S5 J1eT Ha3al, cTaja NIPUUMHON 0TKa3a MPUHATH TeOs Ha paboTy.
Kommenrtapuu, pazMemienue TBoux Gororpaduii u Apyrue JeiCTBUS MOTYT HE HCUE3HYTh JIaxKe
MOCJIE TOTO, KaK Thl UX YJAaNHIIb. Thl HE 3HACIIb, KTO COXPAaHHII 3Ty WH(OPMAIIHIO, TIOTIaia JIh
OHa B [TIOMCKOBBIE CUCTEMBI M COXPAHUJIACh JIM OHA, a TJIABHOE: YTO MOAYMAIOT O Tede
OKPY’KaIOILIKeE JIF0/IU, KOTOPbIE HAUAYT U YBUIAT 3T0. HaliT MH(pOpMaIo MHOTO JIET CITyCTS
CMOXeET JIF000H - KaK M3 T0OpBIX MOOYKIEHUH, TaK M ¢ HAMEPEHUEM MPUIHHUATH Bpe. ITO
MOJKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI IO 3aIUTEe MU(PPOBOH pemyTanuu:

1.Ilonymaii, mpexJie 4eM 4To-TO MyOJIMKOBATh U NIepeaBaTh y ceds B 00re WK B COLUAIbHON
CeTH;

2.B Hactpolikax npo¢uiisi ycTaHOBU OTpaHUUYEHUS Ha POCMOTP TBOETO MPOQUIIL U €ro
COJIEPKUMOTO, C/IeNIail €ro TOJIbKO "1ist Apy3eit';

3.He pa3memmaii u He yka3biBail HH(OPMALIMIO, KOTOPask MOXKET KOro-JIn00 OCKOpOJIATh WK
0o0MXKaTh.

ABTOpPCKOE IPaBo
CoBpeMeHHbIe MIKOJIbHUKHU - aKTUBHBIE TIOJIb30BaTeNN U(POBOTo mpocTpancTBa. OnHako
JlaJIeKo He BCE 3HAIOT, YTO MOJIb30BaHHE MHOTMMHU BO3MOKHOCTSIMU IIU(PPOBOTo MHUpa TpeOyeT
coOroIeHUs MTpaB Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTb.
TepMuH "uHTEIEKTyalIbHAsE COOCTBEHHOCTD'" OTHOCHUTCS K Pa3JIMYHBIM TBOPEHUSIM
YeJI0BEYECKOr0 yMa, HauMHasi C HOBBIX M300pETeHNH 1 3HaKOB, 0003HAYAIOIINX COOCTBEHHOCTD
Ha IPOAYKTHI U YCIYTH, U 3aKaH4YMBasi KHUTaMH, GoTorpadusaMu, KHHOUIBMAMH U
MY3bIKAJIbHBIMH [TPOU3BEICHUSMM.
ABTOpCKHE MpaBa - 3TO MpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BECHHS HAYKH,
JUTEpaTyphl U UCKycCTBA. ABTOPCKHUE ITpaBa BBICTYNAIOT B KAYECTBE FApaHTUU TOTO, YTO
MHTEJUIEKTYaJIbHBIH/TBOPUECKHM TPy aBTOpa HE OyAeT HallpacHbIM, JaCT €My CIpaBeINBbIC
BO3MOXHOCTH 3apaboTaTh Ha Pe3y/IbTaTax CBOETO TPYAA, MOJIYUYUTh U3BECTHOCTh U NMPU3HAHUE.
Hukro 6e3 paspernienus aBTopa He MOXKET BOCIIPOU3BOIUTH €T0 MPOU3BEACHUE, PACIIPO CTPAHSATS,
MyOJIMYHO IEMOHCTPUPOBATh, IPOAABATh, UMIOPTUPOBATH, ITYCKATh B MIPOKAT, MyOIUYHO
UCIOJIHATH, IOKA3bIBATh/UCIIOIHATH B 3(upe uin pazMenaTtsh B IHTepHeTe.
Hcnonp3oBanue "mupaTcKoro’ mporpaMMHOTO 00ECTICUeHHsI MOKET IMTPUBECTH K MHOTUM
pHUCKaM: OT MMOTEePU JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKHU TBOETO YCTPOMCTBA, /i€
yCTaHOBJIEHA HeJlerajipHas nporpamma. He ctout Taxxke 3a0bIBaTh, UTO CYIIECTBYIOT JierajbHbIE
u OecraTHbIe TPOTPaMMBbl, KOTOPHIE MOKHO HAMTH B CETH.

O nopraJe
CereBU4OK.p( - TBOI TJIaBHBIN COBETYHK B CETH. 3[IECh Thl MOKEIIb Y3HATh O 0€30MaCHOCTH B
CEeTH MOHSATHBIM U JOCTYITHBIM SI3BIKOM, & MPU BO3HUKHOBEHUU KPUTUYECKON CUTYyallUU
00paTUThCS 32 COBETOM. A TakKe MPHUHATh yU4acTHEe B KOHKYpPCaX U CTaTh CaMbIM LU(PPOBBIM
rpak JaHuHOM !
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